BO GD&PT CONG HOA XA HOI CHU NGHTA VIET NAM
Truwong dai hoc SPKT Poc lap — Tw do — Hanh phuc
Khoa: CNTT ok ke

Chuong trinh Gido duc dai hoc

Nganh dao tao: Céng nghé thongtin  trinh dé dao tao: Dai hoc
Chuong trinh dao tao: Céng nghé thdng tin

Pé cuong chi tiét hoc phan

1. Tén hoc phan: Hé thong giam sat mang Ma hoc phan: NMSY 331180
2. Tén tiéng Anh: Network Monitoring Systems
3.S6tinchi: 3

Phan b6 thoi gian: 3(2:1:6)
4. Cac giang vién phu trach hoc phan

1/ GV phu trach chinh: ThS. Huynh Nguyén Chinh

2/ Danh sach giang vién cung GD:

2.1/ ThS. Binh Cong Boan

5. Biéu kién tham gia hoc tap hoc phan

Mén hoc trwéc: Mang may tinh can ban

Mon hoc tién quyét: khéng
6. M6 ta tom tat hoc phan (Cour se description)

Mon hoc nay Cung cép kién thirc vé cac thanh phan trong hé thong giam sat mang; kién thirc vé
phuong phap to chirc trién khai mot hé thong giam sét, cac giao thirc ding trong gidm sét mang;
ki€n thirc vé cac cong cu trong giam sat, cac hinh thirc cAnh bao khi hé théng mang co6 sv ¢ xay
ra

7. Muc tiéu hoc phan(Cour se objective)

Muc tiéu Mo ta Chuén dau ra
(Goals) (Goal description) CTbT
(Hoc phan nay trang bi cho sinh vién:)

Kién thirc vé gidm sat hoat dong clia cac thiét bi mang, server va 12 13

Gl

céc dich vu trén mang may tinh.
G2 Kha nang phan tich vahién thuc cac phan mém giam sat mang 21,22
G3 K§ nang lam viéc nhom, vathuyét trinh bang miéng 31,32
G4 Kha nang van dung giai phap giam sat dé giai quyét van dé trong | 4.4, 4.5

thuce té.




8. Chuan dau ra clia hoc phan

Muc | Chuan Mo ta Chuan
tieu | daura (Sau khi hoc xong mdn hoc nay, ngudi hoc c6 thé:) dau ra
hoc phan CDIO
Gl1l Trinh by duoc vai trd clia hé théng gidm sat trong hé thong mang, | 1.2
dac diém cla céc loai 16 hong mang
G12 Trinh bay dwoc tdng quan vé hé théng phét hién va phong chéng | 1.2
xam nhap mang; dac diém va chirc nang cla cac thanh phan: giam
sat tan cong, giam sat lvu luong, giam sat thiét bi, giam sat dich vu
vathanh phan canh bao
G13 Trinh bay dic diém va nguyén ly hoat dong ciia giao thirc ICMP va| 1.3
Gl
SNMP
Gl4 Trinh bay duoc vai tro cla viéc theo déi Syslog dé phan tich hoat | 1.4
dong clia hé thdng mang trén cac Server, Firewall va céc thiét bi
mang trung tam; vai tro cla viéc quan ly Syslog tap trung
G1.5 Trinh bay duoc vai trd clia hé thdng phat canh béo trong hé thong | 1.5
gidm s& mang, dac diém cla viéc giam sat qua: giao dién Web,
Email, phdt am thanh va phat tin hi éu qua dién thoai di dong.
G2.1 Cai dat va cdu hinh céc cong cu phan tich 16 hong mang 2.1
G2.2 Cai dit va ciu hinh cAc cdng cu gidm sat hoat dong clia cac thiét bi, 2.2
G2 gidm sat lvu luvgng, gidm sat dich vu mang, giam sat Syslog tap
trung
G2.3 Cai dit va cdu hinh hé thdng phat canh bao qua Web, Email, am | 23
thanh, dién thoai di dong
G31 Lam viéc hiéu qua trong mot nhom 31
G3
G3.2 Trinh bay truéc dam dong st dung phuong tién trinh chiéu 3.2
G4l Panh gia va lva chon giai phap giam sat mang hop cho bai toan | 41
thuc té
G4
G4.2 4.2

X ly cac 16i trong qué trinh cai dat va ciu hinh céc dich giam sét
mang

11. Tai liéu hoc tap
- Sach, gido trinh chinh: Gido trinh clia khoa CNTT
- Sach tham khao:




D. Andrew R. Baker, Joel Esler "Short Intrusion Detection and Prevention Toolkit" ,
Syngress, 2007
e Rafeeq UR Rehman,“Intrusion Detection With Snort - Advanced IDS Techniques
using Snort, Apache, MySQL, PHP, and ACID”’, Prentice Hall PTR, 2003
e Dinangkur Kundu, S.M. |brahim Lavlu, "Cacti 0.8 Network Monitoring" PACKT
Publishing, 2009
e Wojciech Kocjan, “Learning Nagios 3.0”, PACKT Publishing, 2009
e Max Schubert, Derrick Bennett, “Nagios 3 Enterprise Network Monitoring Including
Plug-ins and Hardware Devices”, Syngress, 2008
e David Josephsen,“Building a Monitoring Infrastructure with Nagios”, Prentic Hall,
2007
e Douglas Mauro, Kevin Schmidt, “Essential SNMP 2nd Edition”, Oreilly, 2005
e Michael Rash, “Linux Firewalls: Attack Detection and Response with iptables, psad,
and fwsnort”, No Starch Press, 2007
e Ethan Galstad,”“ NRPE Documentation”, Nagios Press, 2007
9. Nhiém vu ctia sinh vién

- Dy I6p: t6i thi€u 80 % sO tiét giang
- Bai tap: phai hoan thanh 100% bai tap thuc hanh vabai tap vé nhado GV giao
10. Ty Ié Phan tram cac thanh phan diém va cac loai hinh danh gia sinh vién : 14
- Thang diém: 10
- K& hoach kiém tra nhu sau:

Hinh Congcu KT | Chuan | Tilée
thirc No6i dung Thoi diém daura | (%)
KT KT
Bai tap 1én (Project) 30
BT#1 Cai dat va cau hinh phan mém giam sat lwu Tuan 3 San pham - G2.1 5
lvgng mang Bao céo G2.2

BT Cai dat va cdu hinh phan mém giam sat Tuan 5 Sanpham - | G2.1 5
thiét bi Bao céo G2.2

BT#3 Cai dat va cdu hinh phan mém giam sat Tuan 6 San pham - G2.1 10

dich vu mang Béo céo G2.2
BT#4 Cai dat va cdu hinh thanh phan canh bao Tuan 10 San pham - G2.3 10
Bao céo
Tiéu luan - B&o céo 10
Moi nhom sinh vién tir 2-3 nguoi chon 1 Tuan 10-15 | Tiéuluan- | G3.2
trong céc dé tai sau dé tim hiéu vatrinh bay B&o céo
béo cao:

Pé tai 1: Cai dat vacau hinh giam st thiét
bi va canh béo qua E-mail

Pé tai 2: Cai dat vacau hinh giam st thiét
bi va canh bao qua SMS

Thi cu6i ky 50




- N6i dung bao quét tat ca cac chuan dau ra Thi tv luan
quan trong ctia mon hoc.
- Thoi gian lam bai toi thiéu 60 phtit.

Gl1
Gl.2
G13
Gl4
Gl15
G221
G2.2
G2.3
G4.1
G4.2

14. N&i dung chi tiét hoc phan (15)

Chuan dau ra

Tuan Noi dung A
hoc phéan
Chuwong 1: Tong quan V& hé thong giam sat mang (6/0/12) Gl.1
A/Cé&c ndi dung GD chinh trén 1&p: (6)
Noi dung GD ly thuyét:
+ Tong quan vé bao mat mang may tinh
+ Phan loai cac 16 héng bao mat
+ Céc kiéu tdn cong mang
12 + Céc giai phap phat hién vaphong chdng tan cong mang
- PPGD chinh:
+ Thuyét trinh
+ Trinh chiéu Powerpoint
B/Cac n6i dung can tw hoc & nha: (12) Gl1
+ Boc thém: ndi dung lién quan
Chuwong 2: Cac thanh phan trong hé théng giam sat mang
(6/0/112)
A/Cé&c ndi dung hoc tap chinh trén l6p: Gl.2
Noi dung GD ly thuyét:
+ Giam sét tn cong
3-4

+ Giam sat lvu lvong
+ Giam sét thiét bi

+ Giam sat dich vu

+ Thanh phan canh béo




PPGD chinh:
+ Trinh chiéu Powerpoint
+ Thuyét trinh

B/Cac n6i dung can tu hoc & nha (12): G1.2
+ Doc thém: phuong phap giam sat tan cong, lvu lugng, cdnh bao
Chuong 3: Cac giao thirc trong gidm sat mang (9/0/18)
A/Cé&c ndi dung hoc tap chinh trén l6p: G1.3
Noi dung GD ly thuyét:
+ICMP
+ SNMP
57 | PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh
+ Lam mau
B/Céc ndi dung can tv hoc & nha (18): G113
+ ng dung ICMP va SNMP trong mé hinh giém sét cu thé
Chuong 4: Quan ly Syslog tap trung (9/0/18)
A/Cac ndi dung hoc tap chinh trén |6p: Gl14
Noi dung GD ly thuyét:
+ Gigi thiéu
+ Quan ly Syslog cuia cac Server

8-10 + Quan ly Syslog cla céac thiét bi mang (Router, Switch, Firewall)
PPGD chinh:
+ Trinh chiéu Powerpoint
+ Thuyét trinh
+ Lam mau
B/Cac n6i dung can tu hoc & nha (18): G2.2
+ Cai dat va cdu hinh phan mém quén ly Syslog tap trung
Chuwong 5: Hé thong cAnh bao (6/0/12)
A/Céc ndi dung hoc tap chinh trén l6p: G15

1112 Noi dung GD ly thuyét:

+ Gi@i thiéu
+ Canh bao qua giao dién Web
+ Canh béao qua Email




+ Canh bao bang phat &m thanh

+ Canh bao qua dién thoai di déng
PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+Lam mau

B/Cac n6i dung can tu hoc & nha(12): Gl1l5
+ NOi dung lién quan

Thuc hanh tai phong may (0/3/6)

A/Cac ndi dung hoc tap chinh trén |6p: G2.3
+ Cai dat hé thong phat canh bao qua Web

+ Cai dat hé thong phat canh bao qua Email

+ Cai dat hé thong phét canh bao qua am thanh

+ Cai dat hé thong phat canh bao qua dién thoai di dong
- PPGD chinh:

+ Trinh chiéu Powerpoint

13-15

+ Thuyét trinh

+Lam mau

B/Céc n6i dung can tw hoc & nha: G2.3
+ Boc thém: ndi dung lién quan

14. Pao dirc khoa hoc:

+ Céc bai lam bai tap, bai dich tir internet néu bi phat hién la sao chép ctia nhau 8 bi trir
100% diém qua trinh, néu & mc do nghiém trong (cho nhiéu ngudi chép- 3 nguwdi gidng nhau tré
[én) & bi cdm thi cudi ky c& ngudi st dung bai chép vangudi cho chép bai.

+ SV khong hoan thanh nhi ém vu (muc 9) thi bi cdm thi vabi dé nghi ky luat truéc toan
truong

+ Sinh vién thi ho thi cd 2 nguoi — thi hd vanho thi ho sé bi dinh chi hoc tap hoac bi dudi hoc
15. Ngay phé duyét:
16. Cap phéduyét:
Trudng Khoa Truéng BO MON Nhém Bién soan




Capnhatlan 1

Nguoi Céap nhat

T6 truedng bd mon

Cap nhat lan 2

Nguwoi Cap nhéat

T6 trudng bd mon




